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1 OVERVIEW 

1.1 Network 

 

Device Ip address Subnet Default-gateway 

Wazuh Server 10.0.2.2 255.255.255.0 10.0.2.1 

Shuffle Server 10.0.2.3 255.255.255.0 10.0.2.1 

TheHive server 10.0.2.4 255.255.255.0 10.0.2.1 

Client 10.0.2.20 (DHCP) 255.255.255.0 10.0.2.1 

 

 

 

1.2 Technology’s 
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1.3 Shuffle workflow 
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2 INSTALLATION 

2.1 Wazuh server 

Installed the Wazuh Virtual Machine. 

Then change the network interface to NAT Network – Nat-SOC-network: 

 

Set Static ip in /etc/sysconfig/network-scripts/ifcfg-eth0: 
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2.2 Shuffle 

Setup ubuntu server. 

Give network interface: NAT network – NAT-SOC-network 

Set static ip in: /etc/netplan/00… 

 

Execute following commands 

##install docker-compose 
sudo apt-get install docker-compose -y 
 
##clone github repo 
git clone https://github.com/Shuffle/Shuffle 
cd Shuffle 
 
##make shuffle-database directory & give rights 
mkdir shuffle-database 
sudo chown -R 1000:1000 shuffle-database 
 
#Start shuffle  
docker-compose up -d 
 

2.3 TheHive 

Setup ubuntu server. 

Give network interface: NAT network – NAT-SOC-network 

Set static ip in: /etc/netplan/00… 

 

Execute following commands 

##install java vm 
apt-get install -y openjdk-8-jre-headless 
echo JAVA_HOME="/usr/lib/jvm/java-8-openjdk-amd64" >> /etc/environment 
export JAVA_HOME="/usr/lib/jvm/java-8-openjdk-amd64" 
 
##install cassandra 
curl -fsSL https://www.apache.org/dist/cassandra/KEYS | sudo apt-key 
add - 
echo "deb http://www.apache.org/dist/cassandra/debian 311x main" | 
sudo tee -a /etc/apt/sources.list.d/cassandra.sources.list 
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sudo apt update 
sudo apt install cassandra 
 
##change sql database 
cqlsh localhost 9042 
UPDATE system.local SET cluster_name = 'soc' where key='local'; 
 
##run  
nodetool flush 
 
## content from /etc/cassandra/cassandra.yaml 
cluster_name: 'soc' 
listen_address: '10.0.2.4' # address for nodes 
rpc_address: '10.0.2.4' # address for clients 
seed_provider: 
    - class_name: org.apache.cassandra.locator.SimpleSeedProvider 
      parameters: 
          # Ex: "<ip1>,<ip2>,<ip3>" 
          - seeds: '10.0.2.4' # self for the first node 
data_file_directories: 
  - '/var/lib/cassandra/data' 
commitlog_directory: '/var/lib/cassandra/commitlog' 
saved_caches_directory: '/var/lib/cassandra/saved_caches' 
hints_directory:  
  - '/var/lib/cassandra/hints' 
 
##Restart cassandra 
service cassandra restart 
 
##get thehive packages 
curl https://raw.githubusercontent.com/TheHive-
Project/TheHive/master/PGP-PUBLIC-KEY | sudo apt-key add – 
 
##install thehive4 
echo 'deb https://deb.thehive-project.org release main' | sudo tee -a 
/etc/apt/sources.list.d/thehive-project.list 
sudo apt-get update 
sudo apt-get install thehive4 
 
## Create dedicated folders 
mkdir /opt/thp/thehive/index 
chown thehive:thehive -R /opt/soc/thehive/index 
mkdir /opt/thp/thehive/files 
chown thehive:thehive -R /opt/soc/thehive/files 
mkdir /opt/thp/thehive/database 
chown thehive:thehive -R /opt/soc/thehive/database 
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## Storage configuration 
storage { 
provider = localfs 
localfs.location = /opt/thp/thehive/files 
} 
 
##start the hive 
service thehive start 
 
 

2.4 Suricata 

sudo add-apt-repository ppa:oisf/suricata-stable 
sudo apt-get update 
sudo apt-get install suricata -y 
 
##download rulesets 
cd /tmp/ && curl -LO https://rules.emergingthreats.net/open/suricata-
6.0.8/emerging.rules.tar.gz 
sudo tar -xvzf emerging.rules.tar.gz && sudo mv rules/*.rules 
/etc/suricata/rules/ 
sudo chmod 640 /etc/suricata/rules/*.rules 
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3 CONFIGURATION 

3.1 connect client to wazuh 

curl -so wazuh-agent-4.3.10.deb 
https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-
agent_4.3.10-1_amd64.deb && sudo WAZUH_MANAGER='10.0.2.2' 
WAZUH_AGENT_GROUP='default' dpkg -i ./wazuh-agent-4.3.10.deb 

3.2 connect wazuh with suricata 

 

## modify suricata settings to /etc/suricata/suricata.yaml 
HOME_NET: "10.0.2.20" 
EXTERNAL_NET: "any" 
 
default-rule-path: /etc/suricata/rules 
rule-files: 
- "*.rules" 
 
# Global stats configuration 
stats: 
enabled: no 
 
# Linux high speed capture support 
af-packet: 
  - interface: enp0s3 
 

##resetart suricata 
sudo systemctl restart suricata 
 
##add following configuration to /var/ossec/etc/ossec.conf 
<ossec_config> 
  <localfile> 
    <log_format>json</log_format> 
    <location>/var/log/suricata/eve.json</location> 
  </localfile> 
</ossec_config> 
 
##restart wazuh-agent 
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3.3 shuffle workflow 

 

 

Webhook: 

Shuffle: 

Find action: repeat back to me 
call: $exec 

Create_Alert: 

Find actions: create alert 
Type: incident 
source: wazuh 
sourceref: incident-$shuffle.timestamp 
title: sourceip: exec.all_fields.data.scrip 

 

Add_ip_to_alert: 

Find actions: add alert artifact 
alert id: $create_alert.id 
DataType: ip 
Data: $exec.all_fields.data.srcip 
Message: $exec.title 

CREATE_CASE: 

Find actions: curl 
statement: 

curl -XPOST -H 'Authorization: Bearer 
0cgz81B8SS+0SegF0l1iQ2cBbrCrU90/' 
http://10.0.2.4:9000/api/alert/$CREATE_ALERT.id/createCase 
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4 DEMO 

4.1 Screenshots 

Bruteforce attack ssh: 

 

Wazuh dashboard alert: 

 

Thehive cases: 



 

11 

 

 

Thehive alerts: 

 

 

Shuffle execution: 
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4.2 Video 

url: https://youtu.be/R5WZ5Ux3VUE 

 

https://youtu.be/R5WZ5Ux3VUE
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